ACCESS - WebVPN - WEB PORTAL INSTRUCTIONS

To utilize the ACCESS WEB PORTAL Does NOT require install of AnyConnect:

Enter: https://webvpn.access-k12.org in the Browser (I.E. or Mozilla Firefox)

§rosoft Exchange - Outlook Web Access - Windows Internet Explorer
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ACCEPT ALL Security Challenges — Click Continue

(= Certificate Error: Navigation Blocked - Windows Internet Explorer
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|® There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to dose this webpage.

@ Continue to this website (not recommended).

& More information
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Select ACCESS (default) and ENTER Email Username (no extension) and
Password (case sensitive) when prompted.
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When connecting to ACCESS WebVPN please make sure to add this to your “Trusted sites, and also allow pop-ups for this URL

Please enter your username and password,

CLICK on WEB APPLICATIONS (Do NOT click on AnyConnect!!!l)

= ACCESS WebVPN Portal - Windows Internet Explorer
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wildcard such as https://*.yourcompany.com. fa
p An nect 5. Click Add.
%’J e 6. Click OK.
#S3 Application Access 7. Click OK on the Security tab.
@ WNC Connections How to Connect

ﬁ TelnetSSH Servers To connect using Cisco AnyConnect VPN Client:

1’} Terminal Servers 1. Click the Start AnyConnect link. If this link is not present in the AnyConnect
window, your account is not configured to use this feature.
2. If a pop-up window directs you to a website to download Sun Microsystems
Java Runtime Environment, you do not have the correct version of the Java
Runtime Environment installed on your system. If you see the pop-up,
download Sun Java version 1.4 or later.
3. If 3 prompt to accept a security certificate appears, determine whether it is
from the ASA. If so, accept it.
4. If an installation or upgrade notification appears, wait for the installation or
upgrade to finish.
. If a text message appears, dick Accept to continue,
. An icon appears on the bottom toolbar, indicating the connection is
established.

owm

Now you can access all applications in the same manner as you used in the LAN
environment.

Always Log Out!

Remember to log out when you finish your remote access VPN session. If you do not
log out, someone could use your account to gain unauthorized access to your
network!
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Web Applications will display an application list. Select an application. You can
open multiple windows simultaneously.
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/= ACCESS WebVPN Portal - Windows Internet Explorer
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@ Application Access + EMISWEB Cookies and JavaScript must be enabled on your browser.

E VNC Connections « Mail Spam Filter Your VPN session provides access only to the corporate resources that your

» SSWAT administrator has previously configured for your use.
E Telnet'SSH Servers + USASWEB

We recommend that you add the security appliance to the list of trusted sites, as

44 Terminal Servers G L ST follows:
« e8IS Production
+ SIS Test Site 1. Choose Internet Options. To do so, use either of the following methods:
o Choose Start = (Settings =) Control Panel » Internet Options.
+ £S5 Demo Site o Open Internet Explorer and choose Tools = Internet Options.
» eSS Conversion Site 2. Click the Security tab.

3. Click the Trusted sites icon, then click the Sites button below.

4. Using the https:// prefix, type the host name or IP address of the security
appliance in Trusted Sites window. To maximize connectivity, use a wildcard
such as https://*.yourcompany.com.

—— 5. Click Add.

6. Click OK.

7. Click OK on the Security tab.
To Access a Web Application
Use one of the following methods to access a web application:
« Click a link on the Home or Web Applications page.

» Enter the URL in the Address field in the page, select https:/f or http://, and -
click Browse.

o Trusted sites F 0% v

WHEN FINISHED.... PLEASE REMEMBER TO LOGOUT
(Make sure that the lock and key in the system tray has disappeared.)
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